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1 PROJECT OVERVIEW

The knowledge economy needs data; datasets; data processes (streaming, sharing, linking). The
dissemination and use of data carries privacy and confidentiality risks through the inadvertent
disclosure of personal data. Without better tools to understand risk and choose anonymisation
techniques, data science and artificial intelligence activities will lack the needed data. This project
explored the overlap and interaction between the provenance interoperability standard, W3C PROV,
and the information required to make data sharing and anonymisation decisions.

There are many forms of anonymisation, but none will remove the threat of an attacker recreating
personal information. Choosing which technique to use requires understanding of the attacker
threat, what the shared data is to be used for, and the context in which it was both gathered and
released. Recent work [1] has introduced the concept of Functional Anonymisation which states
that risk lies not in the properties of the data on their own, but in the relationship between data
and their context, called the data environment, which can be characterised by four parameters:
the agents with access to the data; the supplementary data which can be integrated with the data;
the infrastructure in which the data is stored and processed; and the governance of the data.
Anonymity is not therefore solely a property of the data, but a function of the data environment(s)
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2 Chapman & Elliot

in which it is held. Anonymisation can be reversed when someone with relevant auxiliary data can
gain access to the confidential data and perform the necessary data integration and by doing so
reidentify some or all people in the dataset.

However, understanding the complexity of data environments is challenging, and requires
an awareness of data flows. In the absence of procedural rigour, some high-profile attempts to
anonymise data had led to damaging data breaches [2]. The development of the Anonymisation
Decision-Making Framework (ADF) [3] which captures risk by mapping data flows has been a step
forward and has imposed procedural formality onto a process which was previously somewhat
subjective. What is needed to move this on further is a representational formalism which can
capture the necessary features of the environment to allow more principled analysis of risk. We
proposed in this pilot project to investigate the use of provenance formalisms for that purpose.

Provenance is the record of creation and modification of data and processes. It has many uses,
including: debugging, scientific reproducibility, and establishing trust in data. The W3C PROV is an
interoperability standard for provenance that defines actors, entities, activities, and the relationships
between them. Using provenance (as described by PROV), it is possible to trace where data came
from, and how it was processed.

Thus, what has emerged from our investigation is a richer understanding of the multiple fields
that are combined in a complex problem. This project tackled several aspects of the initial problem:

e Fundamental evaluation of the requirements of the information required by the ADF for
decision making, and mapping this to the W3C PROV.

e Expansion of the W3C PROV model in order to meet the ADF requirements.

e Analysis of ADF-PROV across real, industrial use cases.

Key findings from the project which are set out in detail in the sections that follow are.

e Formulation of RP* and extended model of provenance: Retrospective, Prospective, Permit-
ted, Prescriptive and Proscriptive provenance.

e Creation of a prototype that provides analysis for sharing concerns to decision makers
using RP* provenance-encoded data and ADF rules.

Table 1 outlines the coverage in previous work of the core theoretical and methodological
concepts we have been working with.

2 FOUNDATIONS
2.1 Anonymisation for Personal Data Protection

In order to protect personal data various approaches have been taken. To improve data utility while
focusing on protecting data from de-anonymisation attacks, the anonymisation framework was
developed [1]. This framework argues that the risk of personal data de-anonymisation lies in the
relationship of data and the environments in which the data currently reside or to where it will be
moved. The authors demonstrate that both the quality of data could be improved and the risk of
data re-identification could be reduced when the decision about anonymisation takes into account
the context and data flows.

Ulltveit-Moe et al. [9] developed a contextual anonymisation scheme. Their scheme supports
real time anonymisation over the messages that are embedded in XML payloads. The proposed
scheme was contextual in the sense that the anonymisation service anonymises the data to various
levels by considering the receiving party. Additionally the anonymisation scheme sends the de-
anonymisation key along the anonymised data if the contracts allows usage of de-anonymised data
for a period of time. In this approach, the authors consider system logs as provenance to distinguish
different types of data stakeholders.
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Table 1. Comparison of related work (- symbol indicate "no")

. Contextual Data PROV Real time Provenance Privacy
Article o flows . provenance enabled
annonymisation . extention . . focus
modeling capturing  disclosure control
[1] v v - - - v
[4] - v - - v v
[5] - v v v - -
[6] - v - v -
[7] - v v v - -
(8] - v v - - v
[9] v - - v - v
[10] v - - - v v
[11] v - - - - v
This work v v v

Rumbold et al. [10] argue that current anonymisation standards use the same set of processes
across all the situations and this increases the risk of successful de-anonymisation attacks. The
main focus of their work was to protect the privacy of sensitive medical data that requires consent
in order to use that data for secondary purposes. In their research, they have developed a set of
anonymisation methods that work on the formulation of matrices which can be adjusted according
to the sensitivity of the data, people, place and time involved in the environment. Their proposed
formulation matrix for contextual anonymisation was based on four adjustable parameters: "(i)
research in safe heaven, (ii) research to which duty of confidentiality applies, (iii) Research to which no
duty of confidentiality applied, (iv) information for public release". In their proposed framework, the
authors did not explicitly acknowledge the usage of provenance metadata, but we note that the
concepts within their matrix have obvious relationships to provenance information.

Hasanzadeh et al. [11] created a context sensitive anonymisation approach to protect the privacy
in spatial datasets which is developed from and used by the Public Participation Geographic
Information System (PPGIS). Their scheme anonymised the individuals home locations when the
spatial datasets were used for mapping purposes. They utilise several techniques including: bimodal
Gaussian displacement algorithm to deviate the locations spatial attributes, and K-anonymity for
non-spatial attributes. Their approach focused on privacy preservation without considering a
de-anonymisation attack.

2.2 The Anonymisation Decision Framework (ADF)

Elliot et al. developed the Anonymisation Decision-Making Framework (ADF) to provide practical
and operational guidance about anonymisation in order to prevent unintended disclosure of personal
information [3, 12].

The core underpinning concept of the ADF functional anonymisation[1, 12] revolves around four
core principles. For our current purposes the most important of these is the Comprehensiveness
Principle which states: You cannot decide whether or not data are safe to share/release by looking
at the data alone. This principle encapsulates the data situation approach where risk is seen as
arising from the interaction between data and their environment and where the environment
includes other data, agents and (the soft and hard) structures that shape the interaction (such as
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4 Chapman & Elliot

national policies on data sharing and access, the legal framework, IT systems, governance practices,
cultural attitudes to data sharing and privacy, etc.).

Data environments come in a variety of types. For example, the open data environment, an
end-user license management data environment, restricted access secure data environments etc.
Notwithstanding this variety, the ADF assumes that all data environments can be described through
four defining features

e Other Data: Auxillary information that is or could be co-present in the environment and is
in principle linkable to the data in question.

e Governance: Policies, Procedures and Processes that control data access and processes.

e Infrastructure: Technical-ware which increases security by constraining access.

o Agents: Humans and other intelligent systems which are (potentially) present in the
environment.

When data moves between environments (a dynamic data situation), each environment produces
a different risk profile, depending upon how the data interacts with the four defining features.

Using a risk profile which is based on the interaction between the data in question and these
four features allows a data controller to make an informed decision in whether and how the data
should be protected and shared.

2.3 W3C PROV

The W3C PROV is a standard for provenance interoperability that represents where data came
from, and how it has been processed [13, 14]. PROV provides an abstract data model that includes
agents, entities, activities, and relationship properties and which enables the representation of the
provenance of data and systems.

To protect provenance of mutable values, [7] developed a PROV extension for time-versioning en-
tities by adding reference sharing and checkpoints. These features were built on top of PROV events
that track a version of and object or entity through change or generation events (i.e. prov:Generation)
and access or usage events (i.e. prov:Usage). The checkpoint attributes were used with the PROV
entities, activities, relationship properties for tagging and tracking of changes in the entities over the
time period. For this purpose, two namespaces (i.e. version and script) were created to support the
checkpoints mechanism. These were used for both general PROV extension concepts and specific
script concepts. However, this approach increases the overhead for querying the provenance graph
due to the folding and unfolding required to add the checkpoints.

A W3C PROV based provenance model has been proposed by Benjamin et al. [8] that uses the
PROV data model and data protection ontologies to express the provenance for the purposes of
compliance with the European Union (EU) General Data Protection Regulation (GDPR). The Agent,
Activity, and Entity classes from the PROV ontology were extended with sub-classes to express
the provenance of GDPR compliance. For example, Subject, Controller, Processor, and Supervising-
Authority sub-classes were introduced within the agent class. The Activity class was extended
with two additional sub-classes: Process and Justify. Similarly, the Entity class was extended with
three sub-classes: PersonalData, Request and Fustification. The relationships among the classes were
expressed using PROV properties. Both of the ADF examples presented in this work fall under
GDPR regulations, and the extensions introduced in Benjamin et al. [8] would facilitate some of
the more general requirements of representation of agents, data and processes and contracts
within data environments.

Missier et al. [6] worked on provenance abstraction operator for managing the access to and
control of provenance graphs. The motivation of their approach was that the disclosure control
could be applied over the sensitive provenance content. The operator they developed rewrites
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provenance graph G; to a new abstract version G,. Their approach also focused on the dependencies
between the two versions of the provenance graph through various constraints and relationship
properties. Other work that looks to protect the disclosure of provenance information includes
[15-17].

The PROV data model has also been extended with new relationship properties in order to
supervise the security of data streaming [5]. These extensions focus on collecting the provenance
information about data operations inside and outside of big data clusters and representing the data
interaction flow between the clusters. The harvested provenance information is analysed for the
detection of anomalies in the data. (checking for inconsistency between the graphs in nodes and
edges).

Recently Jung et al. [4] utlised provenance to analyse the risk involved in sharing data. The
authors argued that the risk of a datasets’ disclosure might be increased if someone released another
related dataset in the public environment because the attacker could link both datasets in order to
discover personal information. According to their methodology when tables T; and T; are co-related,
then the data owner or controller should check the provenance of T; from T, (master dataset) in
order to identify all the dependencies of T,. Then the tables with dependencies were clustered and
modelled into several groups. So, if Ty and T, are co-related, and T, and T are co-related, then these
could be clustered as Tj, T; and T in one group.

3 FUNDAMENTAL EVALUATION OF THE REQUIREMENTS OF THE INFORMATION
REQUIRED BY THE ADF FOR DECISION MAKING

Problem statement. Data situations are often dynamic in that data move between environments for
both processing and use. Thus, understanding contextual risk, and how to manage that risk through
anonymisation, requires an awareness of, and capacity to map, the data flows between environments.
Based on the core principles of functional anonymisation, and the definition of the data envi-
ronment described above, the necessary requirements to model the ADF concepts for automated
processing include:
E: The Entity construct The data, documents, or other artefacts that are affected by some process.
These can be digital, physical, or conceptual, and can be described by a set of attributes or metadata.
E1: The Data Governance Instrument construct defines the Permissions (what may be shared),
Prescriptions (what — or how it — must be shared), and Proscriptions (what must not be shared)
that bind Actors in a contract describing how they are able to share Entities between one-another
or data environments.
P: The Process construct The set of activities that act on entities; this might include creating,
transforming, deleting those entities.
A: The Actor construct The owner or controller of a Process or Entity, such as a person or
organisation. Actors might include data controllers, processors, users, and subjects.!
N: The Environment construct A container and associated boundaries that contains entities,
processes and agents associated with a particular set of governance.
N1: The Nested Environment construct An Environment partially or fully contained within
another Environment. This is often the case with institutional or other hierarchical structures (such
as the NRDS within the UoB in the example above). The data within the child Environment is
subject to the union of constraints imposed by both child and parent.
N2: The Annotated Environment construct A record of the properties and relationships of the
access and control mechanisms, relationships, and risk and disclosure levels of each environment.
This construct is associated with an Environment or Nested Environment construct. In order

Ifollowing the terminology of the General Data Protection Regulation (GDPR), see for example: [18] for definitions
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6 Chapman & Elliot

Table 2. Requirements that can be completely (') or partially (—) fulfilled by the standard PROV model

Requirement Fulfilled?
Entities (E1) v
Processes (P1) v
Actors (A1) v
Environments (N1) v
Nested Environments (N2) —
Environment Annotations (N3) —
Relationships (R1) —
Relationship Annotations (R2) —

Data Governance Instrument (D1) —

to determine appropriate disclosure (control) practices, the purpose of data collection, type of
data environment and any constraints and features (infrastructure and governance) of a data
environment needs to be recorded.

R: The Relationship construct defines the relationships between one data environment with
another more complex containment (N2).

R1: Relationship Annotations describe, in order to reason over data environment interactions,
the semantic meaning of the relationships between the constructs.

4 MAPPING ADF REQUIREMENTS TO PROV MODEL

Table 2 summarises the requirements from Section 4 that can be met at present using standard
PROV.

4.1 Ability to model the ADF Tool

The goal of this work is to allow a more standardised capture and representation of information
that is necessary for the ADF to operate. As such, we utilise the questionnaire based tool provided
by the ADF and determine which information can be fully modelled within provenance.

The ADF tool poses around thirty questions to data controllers in order to determine the data
situation sensitivity and summary risk, and from this how the risk can be managed. In Tables 3- 7
we itemise these questions, and describe whether they can be sufficiently modelled in a machine-
readable manner with our approach according to the following definitions:

o Natively (V): If the concepts required by a given ADF question can be represented in W3C
PROV with no adaptations or requirements on how the PROV model is deployed.

e Model (o): If the concepts required by a given ADF question can be represented in W3C
PROV with no extensions, as long as the PROV model is deployed under particular con-
straints. These constraints include requirements of the types of relationships to capture, or
entities that must be represented.

e Extensions (o): If the concepts required by the ADF question can be represented in W3C
PROV that has been extended (see section 5).

o Not Applicable (-): Indicates an ADF question that does not focus on the data handling or
environments, and thus is not germane to PROV.

, Vol. 1, No. 1, Article . Publication date: October 2022.
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295 Table 3. Assessment of ADF questions on the theme of Agreement Sensitivity
296
297 ADF Question W3C PROV
298
200 Are the data subjects aware that their data have been collected in the first .
?
0 place?
301 Have the data subjects agreed (explicitly or implicitly) to the collection of .
302 their data?

30 Were the data subjects completely free to agree to the collection of their -

data (or have they agreed to collection because they want something (a
good or service) for which are required to hand over some data before they
can obtain it)?

304
305
306

307

208 Are the data subjects aware of the original use of their data? -
309 Have the data subjects agreed (explicitly or implicitly) to the original use .
310 of their data?
311

Have the data subjects agreed in general to the sharing of a functionally .

312

13 anonymised version of their data?

314 Are the data subjects aware of the specific organisations that you are o
315 sharing a functionally anonymised version of their data with?

o Have they agreed to your sharing their data with those organisations? .
317

318 Are the data subjects aware of the particular use to which their functionally .
319 anonymised data are being put?

320 Have they agreed to those uses? .
321

322 Table 4. Assessment of ADF questions on the theme of Expectation Sensitivity
323

o ADF Question W3C PROV
325

326 Do you (the sending organisation) have a relationship with the data sub- -
37 jects such that a reasonable data subject would expect you to have access

328 to their data?

329 Does the receiving organisation have a relationship with the data subjects -
such that a reasonable data subject would expect them to have access to

331 their data?
332

330

43 Is the receiving organisation a government or commercial entity? .
334 Is your organisation’s area of work one where trust is operationally im- .
335 portant (e.g. health or education)?

33 . . . .
33: Will you receive financial or commercial benefit from the data share? -

338 Is there an actual or likely perceived imbalance of benefit arising from the -
339 proposed share or release? E.g. is the data controller benefiting but the
340 data subjects not?

341
342
343
, Vol. 1, No. 1, Article . Publication date: October 2022.
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8 Chapman & Elliot

Table 5. Assessment of ADF questions on the theme of Data Sensitivity

ADF Question W3C PROV
Are some of the variables sensitive? .

Are the data about a vulnerable population? .

Are the data about a sensitive topic? .

Is the use of the data likely to be considered sensitive? .

Do you have reason to believe that the intended use of the data might lead .

to discrimination against the data subjects or a group of which they are

members?

Table 6. Assessment of ADF questions on the theme of Desensitising Factors

ADF Question W3C PROV

Will there be some public benefit arising from the downstream use of the -
data?

Have you carried consultations with groups of stakeholders (particularly -
the general public and/or data subjects)

Have you carried consultations with groups of stakeholders (particularly -
the general public and/or data subjects) and implemented the recommen-
dations arising there from?

Does your communication plan engender trustworthiness through trans- -
parency (sufficient to offset adverse responses in the expectation sensitivity
section)?

4.2 The Fit of PROV

Looking at Tables 3- 7, only 1 field is covered with a (v'), indicating that the information required
by the ADF is natively supported in PROV. While this may seem discouraging at first blush, the
fundamental building-blocks required by the ADF which are used to reason over the questions in
Tables 3- 7, but not specifically stated as a core question are fundamental to provenance. These
include: Actors/Agents, Activities/Processes, Entities/Data, Relationships among them. Moreover,
all questions marked with a (e) are completely supported natively within PROV, but require a
specific modelling choice when capturing and recording provenance. We expand on this topic in
Section 5. Only the items marked as (o) are currently impossible to model within W3C PROV; we
discuss the required(and W3C PROV allowable) extensions in Section 5.

5 EXTENDING PROV (o)

In order to meet the unfulfilled requirements for representing the information required for reasoning
using the ADF (i.e. N2, N3, R1, D1) with the PROV standard, we must extend the model. Below, we
consider how two constructs built into the PROV model, bundles and namespaces, might be re-used
as a starting point. We briefly examine the potential value of of these solutions either as they are or

, Vol. 1, No. 1, Article . Publication date: October 2022.
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Table 7. Assessment of ADF questions on the theme of Summary Risk

ADF Question W3C PROV
Are the data of high quality? .

How old are the data? v

Do the data constitute a whole population or a sample? .

How many variables are there that fall within the standard key variable .

sets?

Which of the following best describes the data? .

Do the data include any data types that present particular reidentifiability .

challenges (e.g. genomics data, photographs, significant text narratives,
timestamped location data or other timestamped sequences?

Now considering the details of the focal environment, which of the follow- o
ing best describes that environment?

Are there data in — or which could be moved into — the focal environment )
that could be used to re-identify any data subjects in the data?

with extension and consider how the elements of PROV (i.e. Entity, Bundle, Agent, Activity) could
be used to represent data environment features (agents, other data, infrastructure, governance).

5.0.1 Namespaces. The data environment concept is to support reasoning about the data, processes,
governance at play within an organisation or sub-organisation’s boundaries. In the semantic web,
notions of organisation containment are often expressed via namespaces. The Namespace concept
was inspired by the World Wide Web architecture and was designed to make objects interoperable
across technologies and platforms [19]. In PROV-DM, Namespaces are a Uniform Resource Identifier
(URI) and a provenance graph can contain multiple Namespaces. The Namespace is a candidate for
use as an identifier to capture the idea of data environments, including data environments within
data environments, and their associated entities, activities, agents, etc.

Assigning a Namespace to a data environment, and using prefixes? to concatenate nested data
environments, it is possible to specify data environments within PROV. For example, we note that
in the example use case, the NRDS data environment is a part of the University of Barsetshire
environment and so, using Namespaces, we might refer to the University of Barsetshire and NRDS
data environments as http:/global-env.com/bu/ and http://global-env.com/bu/nrds/ respectively.
We can also express the control mechanism over the data environments and its elements with
namespaces. The visual representation of the GOND-NRDS use case with the support of Namespaces
and PROV constructs is shown in Figure 1.

In Figure 1, there are five main data environments each with a separate namespace. For instance,
the GOND data environment can be recognised with namespace http://global-env.com/gond/. The
elements of GOND such as entity_001 can be accessed with http://global-env.com/gond/entity_001#.
The right hand side of Figure 1 shows the pseudo code of attributes attachment with the data
environment through namespaces’ support.

ZPrefixes are an alias to a namespace.

, Vol. 1, No. 1, Article . Publication date: October 2022.
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GOND v global: https://...... /global/
http://global-env.com/gond/ v attributes
en ag | attribute:1: ....
. . . attribute:2 : ....
*~‘an University of Barsetshire
- v open:https://...... /global/open/

http://global-env.com/bu/

» attributes

agl
en v labl:https://...... /global/labl/
/ _ac U en
AN

» attributes

NRDS

http://g\oba\zénv.com/bu/nrds/ v lab2:https://...... /global/lab2/

1 en / » attributes
h Labs v bu:https://...... /global/bu/
"~ en : .
hitn://glnhal anyv ghm llah [ » attributes
hﬂp://gmbi‘ﬁv'mmﬂahn/ v nrds:https://...... /global/bu/nrds/
g en v attributes
hﬁ\ en attribute:1: ........
i attribute:2 : ............

Open Environment v gond:https://...... /eglobal/gond/

http://global-env.com/open/ v attributes
- en ) a attribute:1: .....
\ﬁ' attribute:2: .......
~‘en

Fig. 1. [llustration of the use of namespaces to represent data environments: ag, ac, and en indicates agent,
activity, and entity respectively; the right-hand part shows data environments with attribute attachment
using namespaces. Relationships across namespaces could be captured in the same manner.

5.0.2 Namespaces with additional support structures. While namespaces have potential for rep-
resenting the bounded nature of data environments, and what has occurred within a given data
environment and its sub-environments, they are not sufficient to satisfy all of the requirements
identified in Section 3. For instance, the attachment of additional attributes to the data environment
itself and the contractual relationships between data environments cannot be accommodated. Ad-
ditionally, relationships among namespaces beyond containment cannot be captured. For example,
researchers from one of the Research Labs might have a specialised data environment built-by,
hosted-by and managed-by NRDS, but considered an enclave of both NRDS and the Research Lab.
In this case, namespaces do not capture enough information to represent this complex relationship.
To solve these issues, an additional set of structures are required that tracks the relationships
between namespaces and attached attributes.

5.0.3 Bundles. In PROV, the bundle has some similarities to the data environment construct.
The bundle is itself an entity which provides provenance information regarding the creation and
modification of a group of entities [20]. For example, a bundle can contain the entities, activities,
agents, and the relationships between them. Bundles can also support entities with attributes.
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Fig. 2. A representation of the GOND-NRDS use case supported with PROV bundles. Please note that the
nested data environments are shown with dotted lines are for illustration of use case and currently these are

not supported in PROV.

This can help us to attach necessary metadata to the entities. A view of our use case as we might
conceive of them in PROV bundles is shown in Figure 2.

In Figure 2, the large rectangles delineate data environments each represented as a PROV bundle.

Each bundle contains data environment elements (represented as nodes) and relationships between
those elements (represented as edges). For example, in the "bundle-1:GOND" data environment, the
processes (small blue rectangles) are using a piece of data for generating another piece of data. For
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these processes a data processor (agent expressed with pentagon) is responsible. The relationship
between the data controller and data processor is shown with "actedOnBehalf" property. The data
flow between one data environment and another (in the representation from bundle to bundle; for
instance bundle-1:GOND -> bundle-2a:NRDS) is denoted with the "wasInfromedBy" property.

We can also see in Figure 2 that the NRDS data environment ("bundle-2a:NRDS") is a sub
environment of University of Barsetshire (bundle-2:UniversityBarsetshire) and indeed all of the
environments are nested within the global data environment. At present, the bundles construct in
PROV does not support this nesting and so an extension is required.

5.0.4 Extended Bundles. W3C PROV constructs were designed to be extensible [19]. In previous
work, PROV has been extended to express the provenance of big data security supervision [5],
provenance access control [6], data privacy protection based on GDPR using provenance [21]
and managing mutable entities by adding reference derivations and checkpoints [7]. Looking at
our use case, the existing structure of PROV bundles could be extended to support nested data
environments. For instance, PROV could be extended to making the data environment a first class
object, dataEnvironment, by creating a new layer over the bundle structure. As a second step,
we could then build a mechanism to include attributes, entities, activities, agents, etc. in each
dataEnvironment. In this approach, we can reuse some of the existing features of bundles and
entities.

5.1 Comparison of Extension Approaches

Table 8 shows how well each implementation option discussed in Section 2.3 meets the requirements
for modelling ADF concepts outlined in Section 3.

Table 8. Concepts required by ADF and ability to meet them in different PROV extensions

W3C PROV implementation

R tati i t
cpresentation requitements Bundle Namespace Namespace+ Bundles+

Data Environment Construct v v v v
Nested Data Environments - v v v
Attaching Attributes to Data Envi- - - v v
ronments

Relationships between Data Envi- v - v v
ronments

Annotation of relational constructs - - v v
Representation of agents, data and v v v v
processes within Data Environ-

ments

Data governance instruments: con- - - v v
tracts

Access and control v v v v

Both the bundles and namespaces solutions, and their extensions, could naturally support the
representation of agents, processes and entities using native W3C PROV concepts. Additional
granularity can be added to the representation through developing functions that enable annotations
to the relationships of agents, processes, etc.

The nesting of data environments is one of the important features for reasoning within the ADF.
The use of namespaces and namespaces+ can support nesting with no additional extension of
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PROV. Using bundles we cannot represent this nesting because PROV does not allow the nesting
of bundles [19]. This gap is one of the drivers for bundles+.

The ability to attach attributes to a data environment is also an important requirement. Neither
bundles nor namespaces support this feature. The additional structures provided in Namespace+
do allow attributes to be maintained as would an extension of Bundles, (Bundles+). Attaching
annotation is important to help identify data governance instruments that specify particular
disclosure control processes. Bundles+ supports this requirement.

6 ANALYSIS OF ADF-PROV ACROSS REAL, INDUSTRIAL USE CASES
6.1 Government Office for National Data (GOND)

A seemingly simple data flow between environments can in fact be complex depending on the
nature of the data, the data environment(s), the intended data use and the responsibilities of the
data stakeholders. Below we describe an example use case drawn from [12] that is an idealisation
of a common data situation; the sharing of data by a National Statistical Institute with a research
data service.

The Government Office for National Data (GOND) collects several types of national level datasets.
For example, national census data, public healthcare data, pupil data from schools, traffic data
from smart sensors and etc. Part of GOND’s remit is to make available some of those datasets
for secondary research use. In service of this, it shares versions of the national datasets with the
National Research Data Service (NRDS). The NRDS, part of University of Barsetshire, has a role to
acquire data from data holders, including GOND, under contract and then enable (and manage)
access to those data under controlled conditions by researchers.

GOND also releases aggregated data into the public domain, (by definition an open environment).
Additionally, researchers carry out data analysis on GOND’s data and publish paper